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1 Introduction
Reference count mechanism was designed to allow asynchronous objects destruction. 
An object cannot be destroyed until 2 conditions are satisfied:

· Its reference counter is 0

· All its children has reference counter equals to 0

Otherwise, the object destruction function will wait until the counter becomes 0.
Unfortunately, when the driver gets stuck at this point, it’s extremely hard to debug the reason for it. 

This document will propose the mechanism for a mechanism that should facilitate the debug process.
2 The Debugging mechanism
2.1 Storing additional information when referencing or dereferencing an object
It’s essential to add useful information during the ref/deref process. 
1. The debug data will be stored in the object itself 
1.1. The __al_obj struct will be extended to contain the relevant debug struct.
1.2. As a first step, the tracking data will be stored in a large constant size array which will wrap around when there is no space left.

1.3. Later on, we would like to reduce the size of the array and remove known pairs from it.
2. The ref_al_obj() and deref_al_obj() will be replaced by macros, which will save the pointer to the __FILE__ string and the __LINE__ of the ref/deref operation in the tracking struct and then call the original function.

2.2  Current implementation 
Each _al_obj holds a tracking array field. Each cell of the array is the following struct:

typedef struct _ref_cnt_dbg

{

   
al_ref_change_type_t ref_change;        Indicate the operation type AL_REF/AL_DEREF

      LONG prev_ref_val;                            Reference counter value before the operation

      char* file_name;                                   Pointer to file name string

      LONG line_num;                                 The line number in the file

      uint32_t ref_ctx;                                   Operation Context

} ref_cnt_dbg_t;

2.2.1 Operation Context
The purpose of this field is to help us in the debugging process by helping us understand for each DEREF the REF it is related to. 
The filling of the context types is a long process and will be done gradually.  
The current operation contexts we added and in which the Ref and Deref should match are:

                E_REF_INIT = 1,

                E_REF_CA_ADD_REMOVE,

                E_REF_CI_CA_ASYNC_EVENT,

                E_REF_MAD_ADD_REMOVE,

                E_REF_KEY_ADD_REMOVE,

2.3 Post-processing and debug automation

1. To facilitate the analysis of the accumulated data we will add debugger extensions.

2. Options for automatic pre-analysis of the reference tracking data can be discussed later on. 
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